9 SOLVEfor SEP

A complement to your existing Symantec Endpoint Protection (SEP) infrastructure,
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SOLVE for SEP Features:

SOLVE - the Simple OnLine Visualization Engine is a data visualization, reporting « Baselines, KPI's and metrics are at your
and analytics platform that connects directly to your SEP environments fingertips with SOLVE so you can delve

VISUALIZE AND ANALYZE.

into what the data is telling you in
real-time

e Instantly report numerous SEP
environments WITHOUT waiting

SOLVE provides information about SEP intrastructure(s) in user-friendly for database replication

web dashboards with an array of pre-defined content. SOLVE provides
access to any dataset in the SEP database, allowing for unrivaled
visualization of SEP data with drill down capabilities from key baselines and

metrics in real time.

Unique inits ability to report because it connects directly to your SEPM,
SOLVE digests and analyzes all the data in your environment, completely
eliminating the need to copy data and install new hardware. SOLVE is easy

to configure, fast to implement and friendly to all users.

CRUCIALVISIBILITY

Tailor your window into your SEP environment to determine very quickly

» See configuration data and threat data
on the same dashboard

» Create dashboards with limitless
drill-downs to slice and present data to
your liking

» Universal aggregation of all SEP data
sources

* Multi-level report field customization
« Context-relative drill-down capability

o Interactive visualization

what is working and what needs your immediate attention. SOLVE candrill
all the way down to specific asset details of full event data and configuration data allowing you to perform
comprehensive investigations into events and areas of interest in seconds - all within a single interface.

Additionally, the highly customizable interface allows administrators to modify the view and presentation of the

data to best suit their needs.

SEP Endpoint: WRK46DC5746

General Configuration Events

Agent Health

Agent Health
Agent Features Last SEPM Server:
Agent Versions:
Network Agent Type:  SEP
Hardware Profile Versions:
Last Update Time: 2017-02-21 18:07:23
Last Download: 2016-01-29 23:10:29
Last Site:
IDS Version:
Deployed Running Version: Deployed Running Version:
Host Integrity Status: Fail
Host Integrity Reason Code: Check Disabled
Host Integrity Reason:  Failed - Check is disabled
Infected Status: Clean
Worst Infection: No Detections
Reboot Required:  Yes
Reboot Reason:
Signature Currency: Current
Signature Date: 2017-02-14
Group Update Provider: No
Hypervisor Vendor:
o — e

SEP Endpoint: WRK46DC5746

General Configuration Events
Agent Features
Agent Health
Agent Features _ Firewall: ~ On
Tamper Protection Status: On
Network

Antivirus Status: Off
Hardware Auto-Protect Status: On
Proactive Threat Protection Status: On
SONAR Status: On

Download Insight Status: On

Network IPS Status: On

Browser IPS Status - |E: Off

Browser IPS Status - FF: Off
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ACTIONABLE INTELLIGENCE
SOLVE provides you with a multi-dimensional view of the most relevant data at all times so you have the actionable
intelligence you need to stop threats lurking in your environment and to strengthen your security posture.

AV Events Dashboard
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Reporting Comparison: SEP vs. SOLVE

SEP
REPORTING FEATURE MANAGER SOLVE

Basic SEP Reporting
Agent, AV, Firewall, ADC, IPS & PTP/Sonar

Basic Report Customization
Trending, Basic Sort & Filter, SQL Query

@

Data Export
SEP Reports: MHTML, SEP Logs: CSV
SOLVE: JPG, PDF, HTML, XLS, CSV

(A

Scheduled Report Delivery
SEP: Email only, MHTML only
SOLVE: Email or Folder, PDF, XLS, CSV

(A

Search
SEP: One data point at atime, i.e. agent, FW Log, etc.
SOLVE: ALL SEP data pertaining to the agent is visible in a tabbed view

Advanced Reports
i.e.: Multiple drilldowns, advanced SQL, custom dashboard layouts,
many chart types, role/group-targeted reports

Advanced Report Customization
i.e. Advanced filters, shared filters, customizable
data fields, ad-hoc reporting, dashboard customization, KPIs

Advanced Report Export/Import Options
Import: export/import report templates, share & compare with
community, choose export columns

Report on ALL SEP Databases at Once
seamless, consolidated reports from all SEP DBs/Environments
or asubset thereof

Single pane of glass
Canview reports/charts/data from other IT products &tools
including Symantec's CSP/DLP/CCS side-by-side with SEP reports

CNCHNCHCONONMOMEONMOMBMORE

@ = FULL Functionality @ = PARTIAL Functionality

With SOLVE, | am able to provide visual insight to our business partners. Because we manage SEP for our franchise
groups, | am able to create dashboards that give the responsible party at each franchise insight into the health of their
SEP environment without showing them the other franchises or corporate environments. With the scheduled report
functionality, | am able to provide a weekly report to each franchisee via email to alert them to definition, age and
agent version.

| also have dashboards that enable our senior leadership team to see the overall health of our SEP environment as well
as see the daily progress of agent upgrades throughout the system. These dashboards help me manage my team as
they roll upgrades while allowing me to help set the proper expectations on the status of the upgrades.

- Endpoint Security Manager, Fortune 1000 Retail Client
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